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	Job Title:
	Information and Data Governance Team Leader
	Date:
	May 2026

	Reporting Line:
	Head of Service and Deputy DPO
	Salary:
	Grade 9 (subject to Job Evaluation)

	Team:
	Information and Data Governance
	Business Area:
	Legal Services



	JOB PURPOSE

	The Information & Data Governance Team Leader is responsible for the day-to-day, management and professional oversight of the Information and Data Governance function, (Information Requests and Incident Management Reporting) including Information & Data Governance Officers, Senior Information Governance Officers and information rights compliance activity.
The postholder will ensure the organisation meets its statutory and regulatory obligations in relation to information rights, data protection, records management, transparency and information access and incident/ breach management reporting, while driving continuous improvement, consistency and resilience across the service.  
The role acts as a key operational link between the Head of Service and Deputy DPO and the wider organisation, translating strategic objectives into effective delivery and providing assurance on compliance, risk and performance.





	KEY RELATIONSHIPS

	· Information Managers within the GM Localities
· District Secretaries
· The Office of the Information Commissioner
· Legal Officers attached to the GM Localities
· Records Managers
· Elected Members
· Information Security Managers
· Representatives of employees of partner sectors and organisations
· Companies owned by the Council/s




	KEY RESPONSIBILITIES 

	Leadership and People Management
· Provide direct line management and professional leadership to Information & Data Governance Officers and Senior Information Governance Officers.
· Set clear objectives, manage performance, support development and build a resilient, high‑performing Information Governance team.
· Act as a senior point of escalation for complex, sensitive or high‑risk information governance and information rights matters.
· Foster a culture of accountability, collaboration, continuous improvement and high professional standards.
Information Rights & Compliance Oversight
· Oversee and assure the organisation’s compliance with information rights legislation, including: 
· Freedom of Information Act 2000
· Environmental Information Regulations 2004
· UK GDPR and Data Protection Act 2018
· Data Use and Access Act 2025.
· Provide senior oversight of complex, high‑profile or politically sensitive FOI, EIR and data subject rights requests, ensuring statutory timescales and quality standards are met.
· Ensure effective management of data breaches, complaints, internal reviews and regulatory correspondence, including liaison with the Information Commissioner’s Office where required.
Operational Management & Assurance
· Lead the operational delivery of the Information Governance framework, ensuring consistency, quality and compliance across: 
· Information rights handling
· Records management and retention
· Information asset management
· Publication scheme and transparency obligations
· Monitor performance, risks and trends, using management information and assurance reporting to inform senior leaders and governance boards.
· Ensure Incident and Data Breach management is maintained and embedded into practice and ways of working
· Ensure systems (in particular our case management system), processes and guidance are maintained, embedded and kept under review in line with legislative, regulatory and best‑practice developments.
Policy, Strategy and Change
· Support the Information Governance Lead / DPO in the development, implementation and delivery of information governance strategies, policies and improvement programmes.
· Lead on translating strategic priorities into operational plans, ensuring delivery against agreed outcomes.
· Contribute expert advice to organisational change programmes, digital initiatives and data‑driven projects to ensure information governance requirements are built in by design.
Stakeholder Engagement & Advice
· Act as a senior professional advisor to managers, services and partners on information governance and information rights matters.
· Build effective working relationships across the organisation and with external partners to promote compliance, consistency and good practice.
· Represent the Information Governance service at internal forums, working groups and assurance meetings as required.

NB: This list of duties and responsibilities is by no means exhaustive, and the post holder may be required to undertake other relevant and appropriate duties as required.





	KNOWLEDGE, SKILLS AND EXPERIENCE

	Knowledge & Experience 
Essential
· Extensive experience working in information and data governance, information rights or data protection, ideally within a public sector or complex regulatory environment.
· Proven experience of leading and managing professional teams, including performance management and staff development.
· Strong working knowledge of information rights legislation and regulatory expectations.
· Experience of managing complex, high‑risk or sensitive information and data governance issues and providing assurance to senior leaders.
· Demonstrable ability to balance operational delivery with strategic thinking and continuous improvement.
· Excellent written and verbal communication skills, with the ability to explain complex issues clearly to different audiences.
Desirable
· Relevant professional qualifications (e.g. data protection, information governance, records management or information security).
· Experience of supporting or leading organisational change, transformation or improvement programmes.
· Experience of working closely with a DPO or in a senior assurance or compliance role.
· Background of working within a Local Authority / Public sector organisation. 

Skills & Behaviours 

· Strong, inclusive and supportive leadership style
· Sound professional judgement and ability to assess and manage risk
· Confident decision‑making in complex or pressured situations
· Highly organised, with the ability to manage competing priorities
· Commitment to high standards of public service, integrity and confidentiality
· Collaborative approach with the ability to influence at senior levels



Corporate Duties

Avoid any behaviour which discriminates against your fellow employees, or potential employees on the grounds of their sex, sexual orientation, marital status, race, religion, creed, colour, nationality, ethnic origin or disability.

Safeguard at all times confidentiality of information relating to staff and pensioners.
Refrain from smoking in any areas of Service premises.
Behave in a manner that ensures the security of property and resources.
Abide by all relevant Service Policies and Procedures.

Records Management/ Data Protection - As an employee of the GMCA, you have a legal responsibility for all records (including employee health, financial, personal and administrative) that you gather or use as part of your work with the Service. The records may be paper, electronic, audio or videotapes. You must consult your manager if you have any doubt as to the correct management of the records with which you work.

Confidentiality and Information Security - As a GMCA employee you are required to uphold the confidentiality of all records held by the GMCA, whether employee records or GMCA information. This duty lasts indefinitely and will continue after you leave the GMCA employment. All employees must maintain confidentiality and abide by the Data Protection Act.
 
Data Quality - All staff are personally responsible for the quality of data entered by themselves, or on their behalf, on GMCAs computerised systems or manual records (paper records) and must ensure that such data is entered accurately and, in a timely manner, to ensure high standards of data quality in accordance with Departmental protocols.
  
To ensure data is handled in a secure manner protecting the confidentiality of any personal data held in meeting the requirements of the Data Protection Act. 

Health and Safety - All employees of GMCA have a statutory duty of care for their own personal safety and that of others who may be affected by their acts or omissions. Employees are required to co-operate with management to enable GMCA to meet its own legal duties and to report any circumstances that may compromise the health, safety and welfare of those affected by the Service’s undertakings.

Service Policies - All GMCA employees must observe and adhere to the provisions outlined in these policies.

Equal Opportunities - GMCA provides a range of services and employment opportunities for a diverse population. As a GMCA employee you are expected to treat all employees / partners / members of the public and work colleagues with dignity and respect irrespective of their background
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